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WHAT IS CLAIMED IS: 

A programming interface on a mobile, device for 
transferring information to and from a radio receiver 
on xhe mobile device, * the programming interface 
includ\ng: 

message processing component configured to 
receive messages to be delivered to the 
radio receiver; and 
a drrver component coupled to the message 

processing component; 
wherein tMje message process 
configured to execute 
the driver component sj 
operation \to be per 
message received, an 




omponent is 
rol call to 
a control 
Based on a 
input buffer 



location of Xn input buffer containing 
data to be transferred to the radio 
receiver, a dumber of byt^c of 
information contained in the input 
buffer, an output buffer location of an 
output buffer containing information 
received from the ra\iio receiver, a 
maximum number of bytes\ of information 
contained in the output buffer, and an 
-actual number of bytes rece\ved from the 
radio receiver; and 
wherein the driver component is configured to 
receive the control call from thev message 
processing component and execuoe the 
specified control operation. 



The programming interface of claim 1 wherein 



the control operation is a programming operation to 
program values in the radio receiver and wherein the 
control call passes a programming data structure to 
th^ driver, the programming .. data structure including: 
\ a structure size portion indicative of a size 
\ of the programming data structure; 

\ a mask portion indicative of which portions in 
\ the programming data structure are valid; 
ak operation code portion indicative of 
\ whether the programming operation is to 
\program values or deprogram values; 
a type, code portion iTn^cative of a type of 

vaJsues to be prc/gramnled or deprogrammed; 
a prograto data portio^i\ indicative of the 
values^ to be programmed or deprogrammed; 
and \ 

a program datk length portion indicative of a 
length of \he program data. 

3 . The programming interface of claim 2 wherein 
the type code portion is indicative of an encryption 
key to be programmed or deprogrammed and wherein the 
program data portion comprises \ key data structure. 

4 . The programming interf ace\ of claim 3 wherein 
the key data structure includes: \ 

a structure size portion indicative of a size 

of the key data structure \ 
a mask portion indicative of whisch portions of 

the key data structure are vailid; 
a key portion indicative of thev encryption 

key; \ 
a key number portion indicative of \a number 
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corresponding to the encryption 'key; 
an algorithm portion indicative of an 
encryption algorithm to be used in 
conjunction wi.th„the encryption, key; 
key length portion indicative of a length of 
the encryption key; 
^ey tag portion indicative of a location in 

which the encryption key is stored; and 
keV tag length portion indicative of a 
ngth of the key tag portion. 
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5. The programming interface of claim 2 wherein 

the mobile device^ receives messages over an address 
and wherein the ty&e code po/tion Ms indicative of an 
address to be programmed or depxo^ravpm^d and wherein 
the program data portion comprises an address data 
structure . 



6. The programming interface of claim 5 wherein 

the address data structure Yncludes : 

a structure size portion indicative of a si'ze 

of the address data structure ; 
a mask portion indicative of which portions of 

the address data stVucture are valid; 
an address portion indicative of the address; 
an address number portion indicative of a 

number corresponding tdv the address; 
a status portion indicative osf a status of the 

address ; 

an address tag portion indicative of a tag 
associated with the address portion; 

an expiration date portion indicative of an 
expiration date associated \with the 



address, wherein subsequent messages 
received over the address after the 
expiration date are* discarded; and 
an address tag length portion indicative . of a 
length of the address tag portion. 

7 . T*he programming interface of claim 6 wherein 

the addresss data structure further includes: 

a k^y tag portion indicative of a location at 
^which an encryption key used to decrypt 
aessages received over the address is 
scored; and 

key tag length p^rtioi|i indicative of a 
leng\h of the key tag portion. 




8 . The programming interface >qf/olaim 6 wherein 
the address data structure fngpner comprises: 

an address name portion indicative of a 
descriptive name of the address; 

a description poVtion indicative of a textual 
description c\f messages received over the 
address; 

an address name length portion indicative of a 
length of the address name portion; and 

a description length portion indicative of a 
length of the description portion. 

9. The programming interface\of claim 2 wherein 
the mobile device receives messages over an address 
and a group code corresponding to\ the address and 
wherein the type code portion is indicative of a group 
code to be programmed or deprogrammed \ and wherein the 
program data portion comprises a group code data 



structure . 



10. \ The programming interface of claim 9 wherein 
the qproup code data structure .includes; 

a structure size portion indicative of a size 
of the group code data structure ; 
mask portion indicative of which portions of 
the group code data structure are valid; 
an\group code portion indicative of the group 
code ; 

an gispup code number portion indicative of a 
mber corresponding 'to the group code; 



a status^ portion ind 

group code ; 
an expiration dat 

expiration date 
code , \ whe re in 




of a status of the 



l^n^ijidicative of an 
ociated with the group 



subsequent messages 
received \over_ the group code after the 
expiration\date are discarded; 
a group code tag, portion indicative of a tag 

associated with the group code; 
an address tag portion indicative of a tag 

associated with\the address; 
an address tag lengthv portion indicative of a 

length of the addrsess tag portion; and 
a group tag length indicative of a length of 
the group tag portio\ 



11. The programming interface 6f claim 10 wherein 

the group code data structure f urthe A includes : 

a key tag portion indicative \pf a location at 
which an encryption key Vised to decrypt 
messages received over the\ group code is 



-62r 



a 



5 = 

Of 

jj i 

s 



stored; and 

a key tag length portion indicative of a 
length of the key tag portion. 

12 . \ The programming interface of claim 11 wherein 
the gfpup code data structure further comprises : 

a group code name portion indicative of a 

descriptive name of the group code; 
a\ description portion indicative of a textual 
description of messages received over the 
group code ; 

an g^up code name length portion indicative 
ox a length of lihe] group code name 
pofstion; and / A 
a description length portion indicative of a 
length of the description portion. 

13 . , The programming interface of claim 2 wherein 
the mobile device reaeives messages over an address 
from a carrier and wherein the type code portion is 
indicative of a carrier\ designation to be programmed 
or deprogrammed and wherein the program data portion 
comprises a carrier data structure. 



14 . The programming interface of claim 13 wherein 

the carrier data structure includes: 

a structure size portion indicative of a size 

of the carrier data\ structure ; 
a mask portion indicatives of which portions of 

the carrier data structure are valid; 
a frequency portion indicative of a radio 
frequency at which Khe messages are 
received from the carrier; 



\a name portion indicative of a name of the 
\ carrier; 

A description portion indicative of a 
\ description . of -message . types received 
\ from the carrier; 
a usW identification portion indicative of an 

identification number associated with a 

uaer of the mobile device; 
an usmr identification length portion 

indicative of a length of the user 

identification portion; A 
a name length indicative of^fk length of the 

name portion; and / It' 
a description\length portion/Vindicative of a 

length of khe description pbFlfion. 

15. The programming interface of claim 2 wherein 
the radio receiver has existing values stored therein, 
wherein programming data\ portion comprises a 
programming data structure yiaving a plurality of 
fields, each field corresponding to a value on the 
radio receiver and each field containing new values to 
be programmed into the radio receiver, and wherein 
existing values on the radio Veceiver are left 
unchanged when the field in the\ programming data 
structure does not have a field corresponding to the 
existing value. \ 

16 . The programming interface of claiim 1 wherein 
the wherein the driver component includes :\ 

a function library of functions performed by 
the driver in executing the \specif ied 
control operation. \ 



\l7. The programming interface of claim 16 wherein 

ohe function library includes: 
\ an encryption key- derivation component, for 

\ deriving an encryption key based on 

\ information provided to the driver 

\ component in the control call, wherein 

\ the driver component utilizes the 

\ encryption key derivation component to 

\ derive the encryption key, stores the 
\ encryption key at a key location in the 
\ driver component and returns a key handle 
Vindicative of the k^y location to the 
message processino^CDimponent . 

18. The programming interface Jbf claim 16 wherein 
the function library includes: A 

a decryption _ and Wlidation component for 
decrypting and validating information 
provided\ to the driver component in the 
control icall, the driver component 
utilizing ohe decryption and validation 
component toy decrypt and validate the 
information arid returning a value to the 
message processing component indicative 
of whether the information is valid. 

19. The programming interface of claim 1 wherein 
the driver component is configurer to return a value 
to the message processing component indicative of 
whether the control operation specifred by the control 
call has been performed. \ 



20. A computer readable medium on a mobile device, 
fthe computer readable medium having a first data 
structure stored thereon, the " first data structure 
comprising: . 

\an address information portion indicative of 
\ an address over which the mobile device 
\ receives messages; 

an aadress tag portion indicative of a tag 
associated with the address portion; 

an expiration date portion indicative of an 
expiration date associated with the 
address ,\ wherein subsequent messages 
received XDver the address after the 
expiration chate are discarded; 

a key index portion indicative of a location 
on the computers, readable medium storing 
an encryption key -associated with the 
messages received o\er the address; and 

a status portion indicatives of a status of the 
address. \ 

21. The computer readable mediunX of claim 20 
wherein the status portion is indicative of whether 
the address is enabled. \ 

22. The computer readable medium of cslaim 20 
wherein the status portion is indicative of ^whether 
messages received over the address hav^e a 
predetermined priority indicative of a time waSthin 
which the messages are processed. \ 



23. The computer readable medium of claim 20 

wherein the status portion is indicative of whether a 
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^message received over the address are enabled only 
^nder predetermined power conditions. 

24. \ The computer readable medium of claim 20 
where\n the first data structure includes: 

an address name portion indicative of a 
descriptive name of the address. 

25. The \ computer readable medium of claim 20 
wherein the frrst data structure includes: 

a description portion indicative of 
descriptive text describing the messages 
received over the address . 



medium of claim 20 and 
data structure stored on 
second data structure 



26. The computer readable 

further comprising a se\ond 
the mobile device, t 
including: 

an encryption key jJortion indicative of an 
encryption key use^ to decrypt a received 
message ; 

an encryption algorithm pbrtion indicative of 
an encryption algorithm used to encrypt 
the message; and 

a key tag portion indicative of a key 
tagassociated with the encryption key. 



27. The computer readable medium of c\aim 26 and 

further comprising a third data structure \stored on 
the mobile device, the third data structure including: 
a service group code portion indicative of a 

service group code over which the \nobile 

device receives messages; 
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^status portion indicative of a status of the 

\ service group code; 
a key index portion indicative of a location 
\on the computer., readable medium which 
stores an encryption key associated with 
the messages received over the service 
groism code; 

an expiration date portion indicative of an 
expiration date associated with the 
service\ group code, wherein subsequent 
messages \ received over the service group 
code aftW the expiration date are 
discarded; Vnd 

a service group\ tag indicative of a tag 
associated with the service group code. 

28. The computer readable medium of claim 27 
wherein tb^ mobile device includes a radio receiver 
and wherein the first, seoond and third data 
structures are stored on the radic* receiver. 

29. A computer readable medium on a mobile device, 
the computer readable medium having\a data structure 
stored thereon, the data structure comprising: 

an encryption key portion indicative of an 
encryption key used to decrypt a received 
message; \ 

an encryption algorithm portion indicative of 
an encryption algorithm used \ to encrypt 
the message; and \ 

a key tag portion indicative of a\ key tag 
associated with the encryption keV 



\ 



0. The computer readable medium of claim 29 

wherein the mobile device includes a radio receiver 
ancrv wherein the data structure is stored on the radio 
receiver. . . 

31. \A computer readable medium on a mobile device, 
the computer readable medium having a data structure 
stored therfeon, the data structure comprising: 

a seWice group code portion indicative of a 
service group code over which the mobile 
device receives messages; 

a status portion indicative of a status of the 
servicfe group code; 

a key index ^portion indicative of a location 
on the computer readable medium which 
stores an encryption key associated with 
the messages^ received over the service 
group code; \ 

an expiration date portion indicative of an 
expiration date \ associated with the 
service group codey wherein subsequent 
messages received over the service group 
code after the expiration date are 
discarded; and \ 

a service group tag indicative of a tag 
associated with the service\group code. 

32. The computer readable medium orv claim 31 
wherein the data structure comprises: \ 

a service group name portion indicative of a 
descriptive name for the service, group 
code . \ 
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33. \ The computer readable medium of claim 31 
wherein the data structure comprises: 

description portion indicative of 
descriptive . .text describing messages 
received over the service group code. 

34. The computer readable medium of claim 31 
wherein each servdce group code they have associated 
addresses and are\ stored in a location arranged 
according to the addi^ss and then according to service 
group code . 

35. The computer readable medium of claim 31 
wherein the mobile device \ncludes a radio receiver 
and wherein the data structure, is stored on the radio 
receiver . 

36. The computer reaHable med'iAim of claim 31 
wherein the computer readable mediumV includes a key 
table and wherein the key index is indicative of a 
location in the key table which holds th^ encryption 
key. 



17. A transmission system for transmitting 

information from an origina,fce^ j:o a mobile device ,\the 
transmission system comprj 

an ofs^qinator cotnponeiit configured to receive^ 
the\inf orma^iop/ \to be transmitted and 
form a transmission message; and 
a receiver component configured to receive the 

transmission message ; 
wherein the originator inbl^udes : 

a first encryption ^^key component 
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configured to derive a first 
encryption key based on a base key 
known by the 'receiver component, a 
first data string. and a data portion 
including message specific data 
derived from the information to be 
transmitted; 
second encryption key component 
configured to derive a second 
encryption key based on the base 
ykey, a second data string and the 
lata portion; 
an eripryptor configured! to hash the 
information to /be transmitted with 
the\ first encr/^pti^ key to obtain a 
signature aid / tds^_^eilcrypt the 
information and. the signature with 
the second encryption key to obtain 
an encrypted message; and 
a joiner configured to join the encrypted 
message with the message specific 
data, in unencrypted form. 



38. The transmission system of claim 37 wherein 

the originator comprises; 

a header generation component configured to 
receive the encrypteu message and message 
specific data and aday a header thereto to 
obtain the transmission message 



39. The transmission system of \claim 37 wherein 

the first encryption key component Viashes the base 
key, the first data string and the message specific 



data to obtain a bias value and wherein the first 
encryption key component includes: 

\ a key generator configured to receive the bias 
\ value and generate the .first encryption 

\ key based on the bias value . 

40. The transmission system of claim 37 wherein 
the second\encryption key component hashes the base 
key, the second data string and the message specific 
data to obtam a bias value and wherein the second 
encryption key (component includes: 

a key generator configured to\ receive the bias 
value^ and generate *fhe second encryption 
key bateed on the bias value . 

41. The transmission systeb /Sf claim 37 wherein 
the originator includes\ 

a checksum component configured to calculate a 
checksum over the transmission message 
and append theV checksum thereto. 

42. The transmission system of claim 41 wherein 
the receiver component comprises,: 

a processor component; and 

a' driver component coupled to the processor 
component ; \ 

wherein the processing component is configured 
to receive the transmission message and 
pass the transmission mfessage to the 
driver component, the driVer component 
being configured to derive ohe first and 
second encryption keys from\ the based 
key, the first and second daota strings 
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and the message specific data and decrypt 
the transmission message . 

43. Vrhe transmission system of -claim . 42 wherein 
the driver component further comprises: 

ayalidation component configured to calculate 
a checksum over the unencrypted 
^transmission message, and compare the 
checksum calculated to the checksum 
calculated by the checksum component to 
determine whether the unencrypted message 
is valid. 

44. The transmission system /of tflaim 37 wherein 
the mobile device includes a iradic/\re£eiver having 
values stored therein, the (^alues determining 
operation of the radi\ receiver, and wherein the 
transmission message, comprises a programming message 
for programming the values \n the radio receiver. 




thereon, the 



45 • A wireless transmission system for 

transmitting programming data\ to a mobile device 
having a one-way radio receiver 
transmission system including: 

an originator component configured to receive 
the programming datk and form a 
programming message indicative of the 
programming data; 
a transmitter component, 

coupleable to the originator^ 
to transmit the programming 
the mobile device; 
a mobile device 



selectively 
configured 
message to 



processing 



component 
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configured to receive the programming 
message and provide it to the radio 
receiver and to provide an acknowledge 
message in response . to successfully 
providing the programming message to the 
radio receiver; 
k mobile device synchronization component 
coupled to the mobile device processing 
Voomponent ; 

desktop computing device selectively 
cdupleable to the^fiiodile device and 



synchronization 
the mobile device 
t to, synchronize 




including a desktop 
component operable with 
synchronization (pompon 

the acknowledge W^ge^^T the desktop 
computing device; and 
a desktop comVmication .component selectively 
coupleable\ to the originator and 
configured V to pass the acknowledge 
message to thfe originator. 

46. The wireless transmission system of claim 45 

wherein the transmitter component comprises: 

an originator comVmication component 
selectively coupleaW to the desktop 
communication component and configured to 
transmit the programming message to the 
desktop computing \ device for 

synchronization to the\ mobile device 
processing component 
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The wireless transmission system W claim 45 
wherein the transmitter component comprises: 
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radio transmitter configured to broadcast 
the programming message to the radio 
receiver. 



48. The wiWss transmissionAystem of claim 45 
wherein the tranWter component comprises.- 

a modem c<W igur ed toArarimit the programming 
message\to the ridio /rfeceivej 

49. The wireless Vansmi^si^i system of claim 45 
wherein the transmitter \omponent comprises: 

a portable magne£^c storage medium, readable 
by the moBsQe device processing 
component, storing the programming 
message . 



50. The wireless transmission sWem of claim 45 

wherein the desktop communication component comprises 
a global computer network browser. 



